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	Job Title
	Head of ICT 
	Post Number
	F1066

	Grade
	M4
	Service Area
	Strategy and Resources

	Special Conditions 
	Occasional evening and weekend working
	Additional Benefits

	Car User Allowance

	Authorised by
	Jayne Pickering, Deputy Chief Executive
	Date
	March 24



Job Purpose
	The purpose of this role within the Council is:
	To lead and manage the ICT team providing services across the South Worcestershire councils of Wychavon, Malvern and Worcester City.

To ensure that the ICT provision across the South Worcestershire councils is transformative and meets future requirements.

To ensure that ICT services are secure, available and efficient to use for the customer.

To have an overview of cyber security and ensure that requirements of all applicable security frameworks are met.

To proactively manage strategic and operational risks and to be the ICT specialist lead as required.

Deliver a quality IT service to include ;
· Infrastructure
· Security
· ICT development & transformation
· Systems support
· User Support




	Responsible for demonstrating commitment to working in line with the Councils' values of leading, inspiring, communicating, collaborating and empowering.


	Responsible for championing and demonstrating the Council’s Leadership Behaviour Framework

	The postholder works for:
	Deputy Chief Executive, WDC

	The postholder manages \supervises:
	The South Worcestershire ICT team










	
Key Accountabilities (All accountabilities will be carried out in line with the Council’s policies, procedures and relevant regulations and legislation)


	
1
	As Head of Service, translate the strategic visions and priorities of the 3 Councils into operational ICT plans. To monitor progress and identify exceptions and risks within the ICT service.

	
2
	Provide clear and timely operational and strategic advice to the management board and elected Members within the partnership and actively contribute to corporate policy and strategic decision making.

	
3
	Determine the best model of service delivery that delivers a high-quality customer experience and lead the improvements required across the partnership to support this.

	
4
	Support the development, implementation and evaluation of, innovative ICT technologies, strategies, policies and procedures to support the 3 councils services.

	
5
	Undertake strategic procurements for ICT equipment, systems and services.

	6
	Support other services in the identification and implementation of new and innovative ways of working by ensuring ICT teams review new ways of working. 

	
7
	Manage the ICT service budget and report regularly to the IT Management Board on financial matters.

	
8
	Develop and maintain the ICT security policies and manage security threats, breaches and incidents.

	9
	Manage the Partnerships ICT infrastructure and data requirements ensuring these are secure and available. 

	10
	Develop the Councils ICT systems so that both external and internal customers have efficient systems that promote self service.

	11
	Be responsible for ensuring the ICT service has robust and tested business continuity plans/

	
12
	Ensure all ICT employees are supported and developed to reach the required level of competence to deliver a highly effective customer service

	
13
	Provide analysis, data and reports for senior management teams,  elected members and stakeholders as required.







NOTES:

1. Duties will inevitably develop and change as the work of the Council changes to meet the needs of our customers.  Employees should therefore expect periodic variations to job descriptions, and the Council retain this right.  This job description will be supplemented on a regular basis by individual objectives derived from Council strategies.

2. Where an applicant or an existing employee is or becomes disabled (as defined by law) and inform the Council fully of their requirements reasonable adjustments will be made to the job description wherever possible. 
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	Qualifications (or knowledge and experience at an equivalent level)

	Essential
	Desirable

	Degree level education or equivalent with considerable relevant experience leading an ICT team

	X
	

	Evidence of CPD in ICT
	
	X




	Experience

	Essential
	Desirable

	Significant experience of working in an ICT management role.
	X
	

	Significant  experience of managing and implementing complex ICT systems in a large organisation with excellent working knowledge of current technology systems.
	X
	

	Significant experience of developing and implementing ICT strategies to deliver business outcomes.
	X
	

	Substantial experience of managing and meeting stakeholder requirements.
	X
	

	Experience of implementing new and innovative ways of working utilising technology.
	X
	

	Proven experience in leading, motivating and developing a team and driving a culture of change and strategic focus. 
	X
	

	Thorough understanding and experience of mitigating cyber security threats.
	X
	




	Skills Required

	Essential
	Desirable

	Ability to convey a clear vision and manage strategically in a corporate context and to strict deadlines
	X
	

	Experience of implementing creative approaches and identifying new options for maintaining cyber security and developing the ICT service.
	X
	

	Effective decision making in a complex environment.

	X
	

	Problem solving and analytical skills and ability to think critically.

	X
	

	Results and outcome focused with a drive to deliver excellent customer service.

	X
	

	High degree of personal and professional probity, integrity and credibility that sustains trust and confidence and fosters and positive reputation for the councils.

	X
	

	Highly developed networking and presentation skills.

	X
	

	Ability to travel to various locations within the county of Worcestershire.
	X
	




	Behaviours

	Essential
	Desirable

	Promote a culture of best practice, service improvement and effective service delivery

	X
	

	Inclusive leader with ability to achieve performance and results through and in collaboration with others.

	X
	



Note: Applicants who are disabled (as defined by law) will be guaranteed an interview if they meet the essential criteria provided that this information is noted under the relevant section of the application form.
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